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Refresher

● Many schemes resist attacks from quantum computers
○ Secret-key cryptography
○ Lattice-based cryptography
○ Hash-based cryptography
○ Code-based cryptography
○ Multivariate-quadratic-equations cryptography

● “We focus our work on the key exchange component, not authentication: we 
assume that a quantum computer does not currently exist so that the standard 
RSA-based authentication in TLS is secure for now“



wolfSSL



NTRU Leaks!



SIDH



NewHope



FRODO - Take Off the Ring!



Code-Based and McEliece/McBits



Ore Diffie-Hellman: Multivariate Crypto



No Hash Public Key Crypto!



Braids with Collin



Criteria (from NIST)

- Security (bits)
- Communication (bytes)
- Keygen (ms)
- Adoption-Ready
- Constant-Time
- ????



Postquantum TLS Analysis
Security 

(bits)
Communication

(bytes)
Keygen

(ms)
Adoption-Ready Constant Time ??

WolfSSL 
(NTRU)

128 2 049 2.249 ??

SIDH 128 1 128 900 X X ??

NewHope 256 3 872 0.31 X X ??

Frodo 130 22 584 2.6 X X ??

McBits 128 1 046 738 N/A X ??

ODH 111 1 027 000 324 800 000 000 
(primops)

??



AES 128 vs AES 256



BUT WAIT...

RSA IS QUANTUM-RESISTANT!


